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AR B3 9 AAHEAH(Personal Information Protection and  Electronic
Documents Act, PIPEDA), Al7%E 3718 ARE AR =2 vt 4.
o]&- & 7Ml(collect- use- disclose)°l| 2|7} & Qsk#] grrhar g skc)2l) f-5Ag
o] raddt X X% 17(General Data Protection Regulation, GDPR),< & 7%
AJAYEE dutk 7HJNY K} s5tA HEste] w2, Ak A3t oo & 4
W=lol e} Aelel 4 QLES e AR, AvzARTess) U

gargel wEd AHRFAZE WuletA SN AJGHIIERY 9] Aol

4

%

ke

-

20) vl AP Yol CPRA 2 Thadt Zoh(Ahs « /NI H e, 2o}
CPRA ¢ W WE (HFHEY: 2024.12.16.), <https:/www.privacy.go.kr/cmm/f
ms/FileDown.do?atchFileld=FILE_000000000843184&fileSn=0>).

THE CALIFORNIA PRIVACY RIGHTS ACT OF 2020
1798.140. Definitions. For purposes of this title:
“Personal information” does not include publicly available information or lawfully
obtained, truthful information that is a matter of public concern.

21) 7iutt PIPEDA Z W82 U3 Zoh(Abs: vt HEd AR, (5.

2024.12.16.), <https://laws-lois.justice.gc.ca/eng/acts/p-8.6/page-1.html#h-416969>).
Personal Information Protection and Electronic Documents Act (S.C. 2000, c. 5)

PART 1 - Protection of Personal Information in the Private Sector

DIVISION 1 Protection of Personal Information

7 (1) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies

that clause, an organization may collect personal information without the knowledge

or consent of the individual only if
(d) the information is publicly available and is specified by the regulations; or
(2) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies
that clause, an organization may, without the knowledge or consent of the individual,
use personal information only if
(c.1) it is publicly available and is specified by the regulations; or
(3) For the purpose of clause 4.3 of Schedule 1, and despite the note that accompanies
that clause, an organization may disclose personal information without the knowledg
e or consent of the individual only if the disclosure is
(h.1) of information that is publicly available and is specified by the regulations;

or
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22) §-H1<1% GDPR i W82 v} oA £-9<9% GDPR TEXT &3[o|A], (HF
HHE: 2024.12.16.), <https:/gdpr-text.com/ko/read/article-9/#comment_gdpr-a-09 2e>).

General Data Protection Regulation

Article 9 GDPR. Processing of special categories of personal data

2. Paragraph 1 shall not apply if one of the following applies:

(e) processing relates to personal data which are manifestly made public by the data
subject;

23) 450, P BPTPE W 5 ABGAE, A% D o) BAZ B, A

2jo}, 2024.6.10. ], "rE bR W eE 5k HEYAE, A2 A Fa) 2AR

AR, A Yl o}, 2024.6.10. <https:/zdnet.co.kr/view/?n0=20240610093432>
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25) %FE—] e fﬂ- Xﬂ Z 57 LH 1;}9_;1]. 7LE]_(X].E. o el'joq 3F %E‘:]Z—]E_/\]/\Eﬂ
S 9|0]A], (5] HL-‘ : 2024.12.16.), <https://eur-lex.europa.eu/legal-content/EN/TXT
/?uri=celex:32019L.0790>).

e nN'

DIRECTIVE (EU) 2019/790 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 17 April 2019
on copyright and related rights in the Digital Single Market and amending Directives
96/9/EC and 2001/29/EC

Article 3

Text and data mining for the purposes of scientific research

1. Member States shall provide for an exception to the rights provided for in Article
5(a) and Article 7(1) of Directive 96/9/EC, Article 2 of Directive 2001/29/EC, and
Article 15(1) of this Directive for reproductions and extractions made by research
organisations and cultural heritage institutions in order to carry out, for the purposes
of scientific research, text and data mining of works or other subject matter to which
they have lawful access.

Atrticle 4

Exception or limitation for text and data mining
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3. The exception or limitation provided for in paragraph 1 shall apply on condition that
the use of works and other subject matter referred to in that paragraph has not been

expressly reserved by their rightholders in an appropriate manner, such as machine-rea
dable means in the case of content made publicly available online.
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Sp7| ot A 2EE 2deY He




Ws

S| BE3H01 HE Al NAH0| S 7HES 0, MR 4%
=
=

H
25| of42 AHHA U TS Wahat I15y ZA
R YAFOZ UG Al AL MEH She

A
e A A -0|: HES A SR =t HIAHS :E— -
ML co= o OHE, OlE A|'<:>O|'|_ —'—PgO“A-I Ecljol'l_ -U-|°H
of Ciet M| A= Sl HA A M TLE5H| o2z (FE

g 2= =ZA)
HIS Al DD AIARIO| O 221, WE U ABsl= S0
HHEO” EH%'— O-IEjEA-IO SlHY= XHO| AN EH Olo| X =
=xM 8= ;jl—ro?xo—l HEE= 7‘—.:.: S = OfL[2t oA tf%_l ZLEE
A 25, &S Ao S25HK(TL 9| +85= #F0| £y

3 A

A A A fAE

214 .

p S

FN

A A, FAIE 8 2 Abg 245, SPRi ©]FEEE IS

-183, A EojAAATA 2024, A .
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3. IBMo] AAst 677}14]

AT 9138

< Hd=
STTT

F2 L&(67)

associated
with
input)

Hol
i
o

m

L
TTO

A
(Training
and tuning
phase)

A0y

Robustness

G0|E] S=(Data poisoning) : 34X} = Xl LY £
A7t QR R SYE[RALL 519 26| 2X[7F UA
L 2R MES =g T DM 8 OB MEo| =&t
W Ed =N

RIAR A
Intellectual
property

7|2 2 (Confidential information in data) : 7|2 = T
Ligo| 7| EE RAASH| o5 £= AlM 23 H(o]
B MEO| ZSA7|= A

HOZ Hokls OO|Ho FAETH AHE(Data usage
rights restrictions) : ZHRIEE, MEH S HOR EEE&=
CIO|HE FAESIA s E= BIM =F HIOo[E] M Eo|
EAZI= A

Y=

Accuracy

O EA @l OIO|E(Unrepresentative data) : EEES 52
5| CHHSIA| ZSh= HI0[HE o5 = O|M =3 GolH
MEO| ZeAZ = A

C|OJE 2(Data contamination) : L2 SX0]| SEX| &F
= HA2E HO|HE & = 0M =F Hlo|H MEo
EMFI= A

WY
k=l
Privacy

JHOIHE 2 S ZX|(Data privacy rights alignment) : &E0t
X782 S HIO[Ef F=H|2| He| HAE +E31V| 2ok
SIEHI0H &F, MA, 22 Metks 52 s3shk= 2R
M H|E0| Hdstk= A

W1 E & S (Personal information in data) : SH&C|O|E
ol ZHRIE =0t 2elE B HE0| Fsh= Hiof et 7Hel
g5 25 TXE F[ofof stz A

7HOIH 2 XAl (Re-identification) : SHET|O|E{0f H|AIE
HEE o|8siHets, CHE H|o[E{efe] ZE 2FgollA i
oIHE MAE 7hso| PMlshk= A

s
Trans
-parency

OlO|Ef £HS FF(Lack of training data transparency) :
SIS0l 9 #8-X2|- 28 | S0 tfet Z=iet
ML GloH REo| SAS BEEATA HESP| OF
1, CjojEQ BHIO| 21 Ql= Tttt /g s Bt &
ol= aio| XcH=
ML O™ — 0

OlO|E &4 =& (Uncertain data provenance) : H|0|E{2)|
AR, el S5 2 01E U 2245 49 o]
E{7F 22} SXMet SUet AR TR 2Ee 4 gl
CIO|E7 REl ez 8- 2851 UK A3 4+ Qs




ofM

Al
1

=2 LW&(67)

G[O[E
HE

Data laws

HEZ QIot OO|E{ 22 H|ShData usage restrictions) :
HEN M2 Qls £ CIoH2 &22 MetstiLt 5

2 Sig0| SE3] O|FOXA| RE =+ UE

>~
s
=
H

=2 S HolEo] AF® 2324, A 38
BISPIL SX[BIORM Y S50 523/ 0

Hn
<
>~
>~
>0
ot
>
£0
0jo

HEE 0I5t O|O|E] M& XM ShData transfer restrictions)
HEN M2 EF Ho[Ee] MES MetstALE aXxet
o=2M 2Y SH50| 9| O|FNX|X| X + UF

HIO|E} %
E
‘o

(S
Value
alignment

EXHSHH|O|E| & (Improper data curation) : &5 2757,
d35He g2 2, 32 dE v 5= FHEKIEE

{H5 OIS 45101 Sidt 32 2H0| 2EEol

I'IJNO{

A Ol

1N

2 (oo i

= 7 US

gt HIO|HE 0| &¢et A& (Improper retraining) :
el 2H0I| AlEel 435S 20| ARl k2
FOIOIHE AHsig= Al 2%, 22 A9 =A|

SE5| AL UNE 4+ USCRY 21 93)

!

oy J

I 19 4Ij02 I o
o

1A
na S x| o

rol

N
-~

-
384

Fairness

GO|E] EHEF(Data bias) : HIO[E{0]| HAK- Af2|A HA
SOl EXgt < o]A0| ZHo| HF=0 5 2F0IL
WIS FEsH thESIALE AIEE 4 U= BHEEAL

ra = =5+ A =
Y=zl S 5L + AUS

z2
=
(Inference
phase)

JHelg s
k=l
Privacy

ZEZE JHQIFEE 2= (Personal information in prompt)
P ZEZEO HQIFE Ee REEETE 5|04, 0RO
ZHo] 0| Q=X A SHE + US

&4 F2 JZ(Attribute inference attack) : 2H2|& O| X}
7t 58 80| tio tHESI=S =N 2 29| st
Of 28 shs0i| XeE I8 Ee XA AR 22

32 g8 st A

a
=

& FE ZZ(Membership inference attack) : 22|H
X7+ 2HIO| O DO S SHESII=X] LOoRK7 |
E3 HO[EAMe| MES ot &gt HEske

gt=sif 1 ME30| o= SiEOHojHe dF
(membership) 21| Tft5H= A, 0|5 Salf ZAHAA 2| =
2ol OfEA =T UK Lot 1, HHS SH|SHEALE

G A
T 4 U 7|22 g

10 ©

mlo =L ofp I

S

i B |
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Ay
Robustness

ZETE E(Prompt leaking) : A/ O|SAPF 2HS
323l01 el 7250 WO AN AY TEIE
£ SO, 0| S3) 20| E31E £ HEE ¢
Elx5H 237} 9/
=T AE

iEJ_LE O|34 _T‘_7:|(Pr0rnpt injection attack) . OI-O|7(‘| OIQ.
Xl.jl. _LLE.LL EO-” iol-E| __I_I._7IC_’ D:IE#O.I I-IE =S _7|C_7_(|P—
2 VWA O 51| R EHE Wdsi=S 2SI
EE‘II EII—O I:I2|7:i%|- OE_:‘jl. OIE

F5 Uiaixtractlon attack) : SIEH|O[E0l 2&E 7RIy
Dol Bo =% Hue 284 s BRZES T
= A
— A

3|1| SZ(Evasion attack) : TEZEO0| 7 M=K
o 20| 7IM=H & 2lufste 2ES

2 oo U= 52t A FEE RESIT
A

AN

ISRV Es
Intellectual
property

ZEZE 1P 2Z(IP information in prompt) : X|AXH A
(IP)O| A= FEE ZEZE0| UZ5IH, 0|2 2510
2 S50 ARRSHIP HEI| EEEEE S A

ZEZE 7Y H|0|E{(Confidential data in prompt) : O|&
XDt SIAL 7RO J|UNEE TET e Q2iEt AL o
0| Z2=oi| 7|H=|0f e RHO| dd=E EH0IM I8
Heol Ll 2247t S

s w3
Multi-
category

&2 (Jailbreaking) : ZHO| Ao =2 LHFX|(It=8
S E£1 SAlE A +HE Aloh= A2z, 2H9|

0|—X~|A—1‘l|. .LL=LLL|-0-|| ‘='7C-I7£‘|| O:Iol'— xEH%D

_\_LE.LLE _\_Lal.oll:llaxrompt pr]mlng) AOHC;l O

TE oldZht QASH E2HES MM A4S

A8 UE50f, ZTEZE JRIZE S RAFE
5l ZTEIO| 19 SASH TS E26IEE 510 7

S2 g5l o

OPl'
3 |g
O

U yo rlo

O
© o 1 |H
0z 1% rr Oh

|~

r

yaic

Accuracy

—_

[==Ps %%t(Poor model aocuracy) : B 4S0| S0

r IRXLC&} HHIA OEEIEHIOIMON SChst %%@%
Zefet

LU=

=
1w

X

o

'I"| =
(Ris|
associated

Z2ogt 2

(Value alignment)

OFM &2(Toxic output) : ZHO| 2, 24 28 L=

SlMm0l BHE S8 MKsts B2

S51et Z24(Harmnul ) S oS Y S),
ABIR ERAZLS HIZ z

o
A

on -
mjo T
2
l

ol 0
Fl'l:
My
[
ﬂ]ﬁ
0=
0x
ok

2
=

+
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with
output)

> =
rot

HI
o
2
H

N

ZQ(Incomplete advice) : 20| S=8H T
follM EAS MSstal 1 Z01S S &9 mlah
= az
g

—
A(ERE A&, MY, Y

o Tr e
O\:ﬁ

o

P
50
i py

Q E£= T4 OF(Over or Under reliance) : T O|E2

HE KLRA MESIH 2ROl 2t EE THSH0|
QUM 2ROl ZutE OO 2 BHoHS0|= E2. 24 9
E2 1 ditle| ARE, B2 S ME[okK| LX|TF ME[sOF

Sie B2

H ol L ¥2 mo
I

HE7tsd o

(Explainability)

MEE £ QlE A2 FZE(Unreliable source attribution) :
PE2 O|0|E(source)2| ZAKIE Z(attribution)Z oH
M ZIE &K=, 2AK] 01219] g0 o HESHHE

2lF80] E = A7 Y20 Ddshs A

AL 4 9l S (Unexplainable output) : 22 £ 2
gofl tiet 282 ofELt f et ARE, 7|8 222
=Siet Hefd O [EIME TIHIRE st2E £30) tfet
20| o2E

&0l M2 27FS(Inaccessible training data) :
Cl|O[E{0l| HMASIK| 22 2HIO| HZE + U=
70| Mol SHIZX| phE 740 &Lt
ClOIE7t Sl 2 &2 HB2 AREAL 22 78y
37| ¥ AP 2> ofshst M5t | ofFA B
=HC

> W Mok
|> 0B ¥

&4 FXZ275(Untraceable attribution) : 22 &2 MM
Ol AF2=l SHEH|O[E{Q| ZEIX0|| HMAEE 4 0, AN
OEEIRM J|HE ARBE 715d0| 2| MSt=AL &7t
S o+ US. O Z0 AMEXL 2 ASKH Y ZAXDL
2Y S Olshoti MZ[5H| of2F

JHelge 25

JHOIY 2 = E(Exposing personal information) : EHSC|O
B, OJMZF OO0 £= ZEZEQ| U2 JjoIyy S

(Privacy) O] ARZE|= 42, MYE EZo|M 22Ol siF HI0[HE
HAE £+ QS
S9I5IK| k= ARZ(Nonconsensual use) : JEFA|Q| 59
20| H|C|2, O[A[X|, 2L E= J|Et YAS AFESIN
o2 HHO|ZE Soi AEE 2Ysk= Ol AEE = JUZ
O -
isuse = . - =
(Misuse) Al & H[S7H(Non-disclosure) : ZEIX= A7} ot
ZA2Z HeEk S7HER| FF22M Llsh= =X
T O] A TALX
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S5 ALE(Improper usage) : 20| 2§ MAE|X| of
2 22 ARY o 4, 22 ClojE, TRl S5 U
SHE 0laf5HK| ofn RUS MAIRSIH AAstK| o= Y
Aoz gulo| 2EE 287} QS

o= T

— =

Q& st Ar8(Dangerous use) : E%% Yoot Lo ol
SI5517| =0, O] LIRS HIEFCZ ARSI 1S

A SR AREBE & OI—(AI 7|8HARIH 4 S
Y E R E(Spreading disinformation) : 243 Al £
L& DS SO|ALE B2 DR7] Yol S|=&e=
o] X7t UAL HRE FEE Mdsk= o AFZE
2 QIS 519 HEE mEa|™ ARE0| R0 2kst
OIANEEE Ueled B2 01E + US

9 lo Sk o
P o J

ok FEI=X 2FA(Spreading toxicity) : AE Al ZH2
e M PE = 3T ZEIXE MMSHT EASHED
oExoZ AIRE 4 9IS

el n
339 &A

(Fairness)

OIAFEE H2F(Decision bias) : 2HIO| ZFYOZ Qlof| &t
JE0| O OE20 fYo Rele 287t . ol=
Clo[E{e] HEto = Olglf Zhiieh 4~ Qlom Z2H Sh59

iz 529 45 U3

53 FEH(Output bias) : SNE ZIHEE S5 18 £
S 7H0IS REspl LIER 4 IS, BB Al PO A}
SOl TS 5|, 71ZS| ARl HES Eryat 4

AUS(ESO| OIF WK, A RN 5)

A1 T
(Robustness)

£k Hallucination) : 22 oML1|o|E1 e oy |
i oA X2 REESALE TIASHK] 2 Z2at
sk ZH. 22h2 O|ZXfA| 25HE Eio' SEIEN
X7t A1, EHRE LIEO| CHE MH|A%t 245 Aujo) S8
o] HXE FEE OS5 A + US

[IJIIIJ 00

KA A 2
(Intellectual property)

7|2 e -F(Revealing confidential information) : 7|2
YEJt eHEH(OlE, OJMEE HIO|H = ZEZEQ| ¢
F2 MEE= 75-?—, S DRI M5t S=A 0] i
g Oo|E 7 BAIE 27t UZ

[e]

B
0

K ZHH Eloll(Copyright infringement) : T2 K&
HSCZLE QE AA BJOJMA Hoko| MRS Hi= 7|

HNSL GACPIL SUsH ZHRES M 5

rH

£0
ojo

frofiet 2& 2K
(Harmful code
generation)

Foliet Z= MM (Harmful code generation) : 22 &4
2 RUSHL A2 OE AL Feg F= ZEE
MAet 4~ Q2. Folist ZES AAoIH IT AIARQ| [
0| &2 + US
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H|7|=H
e
(Non-
technical
risks)

HHEA 2
(Governance)

2 =HY 2Z(Lack of model transparency) : 22 A,
i B EIF Z2M A0 Cie EMEP T E5Estl 2
o W& &30l tiet §=27t SE5| MSER EE ER
BIt ZHAAE - THALZO0] o2 E 4= UL, 2Eof Chet

Nzioll BN IS N1A » U

HAE CIY 2F(Lack of testing diversity) : Al £E
2A3E AlR] 7|50l ZA0|22 IS ZHEOIAM BlA
EE ARIX| ph2 3% fIgdsS S0 AEst 2

A 0|2
T M3

A2E EHY 2E(Lack of system transparency) : 2O
SH0|| chet 2M7F 25 49, 20| AIAHO|LE of
SCIAH0LMAS] 7|50 LA 7|0sh=A] LS| oS

A 0|2
T M3

HEY ele ?IE Bl AE(Unrepresentative risk testing) : &
Ho| Hi2E HP LS Okt /s JFget /g HA

ES AAIX| @2 4%, 2HO| HEX|= &S HESH
RIDE QS Nl HIHsIR| RE LIt US

=B AME H2|(Incomplete usage definition) : 7|2F 2
d2 Ot 5oz AEE 4 U=t 2=-el 827t

S0 BAIER g2 87 229 &EH S F=o
TERM 2ietsty| ofE 4~ US

Cloje £HA FZ=(Lack of data transparency) : &0 0|
B = 0|M 3 C0[Eol| Chet MFAEETE0| F52 E2
29| 2, HlolH HHd SO thet B7IE +Hc=
ol oAt U=

~

HXRE 2l BHIAE(Incorrect risk testing) : H[HS S5t
ALt FHsP| ?loff MEet fHO| HESHK| X2 32,
{01l Chet Ofeli7t =oAL =FE Peiptet £R[7
A3k BE FE7 UAS

Aleld Fek 2

(Societal impact)

o17t0 A|X|= P&KImpact on human agency) : QI EXIS

2 Q1710] Z[Mo| ojelg Rl SEEC R MBSt AT

Sh= S| E¥= 0IE 4 U=, 2eF AIZL 3R] =

a9 X7t A= FEE ddY 42 MEHE2 012

AXE YEZ QM| Zoff RIAS H=EA Olshst,
o

MR oA TS B P27t IS

=2 LI BX[= FEImpact on cultural diversity)
: Al 2EEo[1 #E £ TobA CHESHY,
24 2200 oot BIF S E0M 2l CiRdE S0
SIS 2 227t UAS

1A
o
MO
ﬂ

i B |
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W0 O|X|= YT - EE(Impact on education: plagiarism)
S A H2ote SEE2 2=H0|E Q=X 27
= 7|1E AES 2EY 227 UL, Hel A= Aol Yz

Fdote HigelHel AS s 448 227t U=

A0 A|Xl= & Impact on Jobs) : AIZ ZS A=
AHRO| 2SI, UXIZ|E Qo™ AS0| S{S0 ALz

of S0 ES 0lE 4+ 9IS

017+ ZH|(Human exploitation) : Al 22 SHEAI7 = 2
EXOA HEe 27 =, SFo 2 N AdE XS

L-O
5t 22 712 B2 SE0] HBEIR| 240t A QI7HS A

=3

—
Sh= A 42 s zdE 7 US

EH0]| 0|X|= Y2 Impact on affected communities)
: AIZ Qo Heks = AHRLEIQL 23] 2S5 2=
4%, g ArLEl= Cidet IoiE &S + UL 22
o= A0 CHet Ale|H] S Xefe f47t U=

W X[z FE - =5 3|U|(Impact on education:
bypassing learning) : S S0| St5S 2|T|ok7| ?/510] Al

S ojse 27t US

EH40] 0|X|= H&Impact on the environment) : Al, 53]
it A HH2 B WSS SI7|1 S ARZE
2 S7MA 2ol 2EA Jeg nx(L, 7|RHE o

SN & 9IS

= XA 7
HE = 2

(Legal compliance)

& ZHQl(Legal accountability) : =AISH L HHEAA Z2
MNATEHICHE ZE5| K QUX| 22O Al DEIO|| CYEH A

HOIRIE Aot RIS 27| oS 4 U

2 ALE #SH MISHModel usage rights restrictions) : A{H|
2 Of BlOMA B= VB R0 M2t £ 2O ARE
o Mg + U=

A2, Al 20| 2EY I3

b5 IBM, “Al risk atlas”, (FFWY: 2024.12.16.), <https:/dataplatform.cloud.ibm.co

m/docs/content/wsj/ai-risk-atlas/hallucination.html?context=wx&locale=ko&audience
=wdp>, A7 z.
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H0565 | SAAIZEAIARIO] oMol AT 200.09.18.| 3} 2
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